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LI L L

[] (1] [T

0 (0 [0 (0 HTMLO O (0 (T

<title> []]

(0 [T [T O O, (O 00 000 O OO 000 OO (0 00 O (T

e 50~60[] (117 [T 011, 0110 (0 (0 (I
o [TTITI0IT0 (110 (700 (000 (0T, (00 (000 (OO (T T

‘ <meta name="description"> [T]

(10 [0 [0 O O 00 00 O, O oo 000 0o 0o 00 .

e 150~1600 [T 1 [0 11 0 (10 [T
innnInnnng
e [T [0 00 O, 00 O O

<meta name="robots"> []]

(0 [0 (0 (O O 00 O

e index / noindex : [T11] 1] M TI0 I 1 [T
e follow / nofollow : [TT] [ [T1] 110 (111 [T
e [T][I noindex, nofollow [] [TTTT]

‘ <meta name="keywords"> [T]

(L0 (0 (0 (e (70 000 (0 (00 O, (0110 00 SEO (110 (0 000 (T



e 5~10[] I 0 010 [0 (LT
e 11110 (010 [0 (00 OO0, (0 O O O (.

‘ <meta charset="UTF-8"> []]

[T [0 (00 [0 O UTE-8( [T [0 00 [0 O 000 [0 (.

‘ <meta name="viewport"> []]

(L0 O O 00 O e O O O 00 0 O

e width=device-width : [TTTT] [T 1] [ [ 110 [T
e initial-scale=1.0 : [T] (1] 0 (00O (0] OO0 (00O OO0 LTI O

‘ <meta property="og:title"> []]

[T [ 0IT0 0 0 00 00 0111 Facebook, Twitter(] (11 [(TT11T1 (ITT (I (TTTT.

e og: [1][ITT1] [T

e og: [T}

e og: [I1T] [T T O (T [0
e 0og: [T OTURLIO T

‘ <link rel="canonical"> []]

[0 (10 (I URL] [ 0 0, [ (0 [ YRL[ 110 (0 (0 (0 (I

o [T (100 (11 (000 URLO [0 [0 (10 00T 0 (00 (LTI
e (I 0 0 [ 00 0 [0 URL [0 0070 0 [T

‘ <meta http-equiv="X-UA-Compatible"> []]

(I1T] Internet Explorer[T] (1] (111 (1111 (OIT1T0.

(1] 1E=edge [T I [TTT] (17 [ITT] (710 (10 (T0O T (O



T[Tl (<hl>~<h6>)

‘ [Tl<hl> ~ <h6>)

(LI [0 (00 00 (00 000 00 000 I

e <hl> [TIIIMEIIT
e <h2> ~ <h6> [TTIMM 110 M

<hl>[T7][I</hl>
<h2>[T]1</h2>
<h3>[17]1.1</h3>
<h2>[1T]2</h2>

aria-label [T]

aria-label [IT][1T1[1]
1. [0 0 MM

<input> [ <label> [I1]|aria-label [T} (IO, (10 (0, OO0 0 0 00 0000 000 000 070 0 O
<input type="text" aria-label="Search">

2. [T 0111 M1 M
(T aria-label [ OO 00 0 O (000 O O O
3. MM mm

aria-label [ [TT] (1T (XD (10 COTTOT (O0 00 O (000 [TTIT

<input type="text" aria-label="Phone number">

<i class="icon-phone"></i>



aria-label [IT] [T [T I
1. (D0 MM

<label> []]] aria-label [TTIIITIITI]



aria-label [T]

aria-label [T]

aria-label [TT]1 [T 1]
1. DD MM

<input> [ <label> []T]|aria-label [T}, (11 (0, (010 00 0 00 000 000 000 000 0 T
<input type="text" aria-label="Search">

2. [TFD 0TI M
[LLT aria-label [ (TIMMIITIOTD (00 O O OO0 0 0 (-

3. MM

aria-label [ [TT] [T1] (01110 (10 (XTI (0000 000 [0 CTTTT

<input type="text" aria-label="Phone number">

<i class="icon-phone"></i>

aria-label [IT][TIT1 [T I
1. IO IID MM

<label> []T] aria-label [TITIIITIT]



lang [1]

‘ lang [T]
lang [T1] <htm!> [T ([0 [0 (OO0 00 (0 O00 (000 [0 fang="ko* [ [T, [0 (101 (10 lang ="en"[] [ITTT]

<html lang="ko-KR">

§HO (111 (1T (I [ <htmi> T] lang ML (17 (11T



label [T]

label [T]

<label> [IT[II1 <input>, <textarea>, <select>[[1] 000 I IIIL <label>000O1] for]id 11T

<form>
<label for="email">Email Address</label>
<input type="email" id="email" name="email">

</form>

‘ label [TT] 11T (111 [1J 1]

o [[EMIIIIIITT O <label> THMITITITICIOIICI: (17 (1110
e [IIIL <input type="text"> [TT][1]11[ <label> TTTITEIMIIIIC (TTT1 (0 (110 [T

label [TT1 111111

000 <label> [J 11 [ <label> [ TIIATI (11 (1111

e [TTI[ITT] CGF (N <label> TYITITINTET]
o [T <label> | [(ITITITTI [ <label> M (11 (1 [T11 (0 (110 (1110



alt [T]

‘ alt [T]

alt [ <img> [ITTI[IIIT}

(L0 [0 OO0 OO0 O OO0 OO O (0 L

<img src="logo.png" alt="Company Logo">

‘ alt [T [0 (0 [ [

o [TEIIID att [ att="" AT (777 (770 (000 00 (O
o [TTTTIMIDIIIT aft T att CTATEO e 1,



Apache

anjnin



Apache(] [T][1T]

[SECURITY] http header

cookie

nalnn m Secure []]]
PHPSESSID PHP [ MM [

XSRF-TOKEN CSRF DM (11

Laravel T[Tk Laravel [T1[1] an

XSRF-ROKEN[] Laravel [T] 10O

|

PHPSESSID[] Secure

- php.ini [T][T]
session.cookie_secure = On

- PHP [I1T1] (1]
session_start() [J [TTT] (1] (117 (1] [TTTT:

ini_set('session.cookie_secure', 1);
ini_set('session.cookie_httponly', 1); // HttpOnly [T]
session_start();

. .htaccess [[]]][]]

[

0 M

HttpOnly 1T]




e .htaccess [J 1111 PHP IO 0OOITk

php_value session.cookie_secure On
php_value session.cookie_httponly On



Apache(] [T][1T]

[Security] Content-Security-
Policy

Content-Security-Policy header is not set. It restricts resources the page can load and prevents XSS
attacks.

seo 1] M 00110 0 OO (010 (O

|

Content-Security-Policy(CSP)[?

CSPOHTTP [0 0 I, I 000 [0 0000 070 0 000 0000 00 070 OO
(10 O OO0 00 O OO OO O OO
1. XSs(ODI 0 1o
[ITD [ Javascript{ [T [T T
2. mm

[0 [IIKURL, CSS, MO0 I [T
3. Clickjacking

[ iframe [T M IIIL

Content-Security-Policy[]

CSPO I I (D (0 (110 O [T
o [T (T11]

o [T OTT O [0 (00 (1
e HTTPS ITO OO IO HTTP 1T 111 (11



: Content-Security-Policy

Apache [TT][T] CSP [T]

Apache[ Content-Security-Policy [].htaccess []] httpd.conf, apache2.conf )] 1] 1 II1L

<IfModule mod_headers.c>

Header set Content-Security-Policy "default-src 'self'; script-src 'self' https://www.googletagmanager.com
https://d3js.org https://cdnjs.cloudflare.com https://cdn.jsdelivr.net 'unsafe-inline' 'unsafe-eval'; style-src 'self’
https://fonts.googleapis.com https://cdn.jsdelivr.net 'unsafe-inline'; font-src 'self' https://fonts.gstatic.com
https://cdn.jsdelivr.net data:; connect-src 'self' https://www.google-analytics.com; img-src 'self' data:
https://cdn.jsdelivr.net;"

</IfModule>

‘ default-src 'self'

(0 0100 (0 (0 (000 OO, 00, 0000 0000 (00 O

‘ self

(0 0 00 (000 OO0 (O

‘ unsafe-inline

0 00 00 (00 0110 D) -

‘ unsafe-eval

eval() [ setTimeout(string) [1][J [ IO TITTL

‘ data:

[0 URIT [0 00, (00 000 (00 (OO



*MITIII11500 server error(] (111 0 [TITL

2. [T I M (O

1. app/Http/Middleware[] [11] class[ [TT1T

2. I I handle function [IT1T} $csp [ 00 M OIIIIIL

public function handle(Request $request, Closure $next)

{

$response = $next($request);

$csp = "default-src 'self'; " .

"script-src 'self' https://www.googletagmanager.com https://d3js.org https://cdnjs.cloudflare.com
https://cdn.jsdelivr.net 'unsafe-inline' 'unsafe-eval’; " .

"style-src 'self' https://fonts.googleapis.com https://cdn.jsdelivr.net 'unsafe-inline'; " .

"font-src 'self' https://fonts.gstatic.com https://cdn.jsdelivr.net data:; " .

"connect-src 'self' https://www.google-analytics.com; " .

"img-src 'self' data: https://cdn.jsdelivr.net;";

$response->headers->set('Content-Security-Policy', $csp);

return $response;

3. app/Http/Kernel.php [J [TTTT] (OTTTT0.

protected $middleware = [ \App\Http\Middleware\ContentSecurityPolicy::class, I;



‘ (0 O

e [ unsafe-inline [ 1110 T M OO 01T 17 LIIT
e nonce [ hash [1]CSPQ I I OO OO0 OO0 (0 O

‘ Nonce(] 1] (1))

[ (ITJ nonce [IT] [TJ [(ITTTTTH

- apache 1]

Header set Content-Security-Policy "default-src 'self'; script-src 'self' https://www.googletagmanager.com
https://d3js.org https://cdnjs.cloudflare.com 'nonce-abc123'; style-src 'self' https://fonts.googleapis.com
https://cdn.jsdelivr.net 'unsafe-inline'; font-src 'self' https://fonts.gstatic.com; connect-src 'self'

https://api.example.com; img-src 'self' data:;"
- script (111
<script nonce="abc123"> console.log('Inline script with nonce'); </script>

- [T1 Nonce [T]

<?php

// php + javascript

$nonce = base64_encode(random_bytes(16));
header("Content-Security-Policy: script-src 'self' 'nonce-$nonce');

7>

<script nonce="<?php echo $nonce; ?>">
console.log('This script uses a nonce');

</script>

<script>
/l only javascript
// Generate a random nonce

const array = new Uint8Array(16);



window.crypto.getRandomValues(array);

const nonce = btoa(String.fromCharCode.apply(null, array));

/] Set the Content-Security-Policy header

const meta = document.createElement(‘'meta’);
meta.setAttribute('http-equiv', 'Content-Security-Policy');
meta.setAttribute('content', “script-src 'self' 'nonce-${nonce}'’);

document.head.appendChild(meta);

// Dynamically create a script element with the nonce

const script = document.createElement('script');
script.setAttribute('nonce’, nonce);

script.textContent = "console.log('This script uses a nonce')";
document.body.appendChild(script);

</script>



Apache[] [T 1T

[SECURITY] Header [TITIT]

Header OK Notice Warning Critical Recommendation

X-Frame-Options 0 0 77 0 X-Frame-Options header is not set.
It prevents clickjacking attacks when

set to 'deny' or 'sameorigin.’

X-Content-Type-Options
0 0 77 0 X-Content-Type-Options header is not set.
It stops MIME type sniffing and mitigates

content type attacks.

Referrer-Policy 0 0 77 0 Referrer-Policy header is not set.
It controls referrer header sharing and

enhances privacy and security.

Feature-Policy 0 0 77 0 Feature-Policy header is not set.
It allows enabling/disabling browser APIs
and features for security. Not important

if Permissions-Policy is set.

Permissions-Policy 0 0 77 0 Permissions-Policy header is not set.
It allows enabling/disabling browser APIs

and features for security.

Server 0 0 77 0 Server header is set to known 'Apache.’

It is better not to reveal used technologies.

Set-Cookie 70 65 70 0 Set-Cookie header for 'PHPSESSID' does not
have 'SameSite' flag. Consider using

'SameSite=Strict' or 'SameSite=Lax."

Set-Cookie header for 'XSRF-TOKEN' does not
have 'HttpOnly' flag. Attacker can steal

the cookie using XSS. Consider using



'HttpOnly' when cookie is not used by JavaScript.

|

X-Frame-Options

[T

e X-Frame-Options [TT] 111 [T}

[Tl

Apache (010010 1

Header always set X-Frame-Options "DENY"

e DENY: iframe [IT][1TI [T}
e SAMEORIGIN: T[T iframe I [T}

|

X-Content-Type-Options

[T

e X-Content-Type-Options [TT] 1111 [T}

[T

Apache 100010 0

Header always set X-Content-Type-Options "nosniff"

o MIME [T [ITJ [T
|



Referrer-Policy

[Tl

e Referrer-Policy [IT1[I111 [T}

[Tl

Apache 110110 O 1

Header always set Referrer-Policy "no-referrer"

e no-referrer: [T 11111

e [] strict-origin , strict-origin-when-cross-origin , same-origin [].

[

Feature-Policy / Permissions-
Policy

[T

e Feature-Policy [T] Permissions-Policy [TT][ITT [T

[Tl

Apache [0 0Ok

Header always set Permissions-Policy "geolocation=(), camera=(), microphone=()"

e Permissions-Policy: [T][TTT][TIAP!) (I [T

e [] geolocation , camera, microphone [].



Server

e Server [IT]Apache[] I M 1T [TT0.

[Tl

Apache 110110 O 1

ServerTokens Prod
ServerSignature Off

Header unset Server
e ServerTokens Prod: [T1T] T[T

e ServerSignature Off: [T][TT1T] Apache T[T
e Header unset Server: Server [TT][T]

|

Set-Cookie

e SameSite [ HttpOnly [TTT] [T}

[Tl

Apache 110110 O 1

Header always edit Set-Cookie ~(.*)$ "$1; SameSite=Strict; HttpOnly; Secure"

e SameSite=Strict: 1] [0 IO Ik
e HttpONnNly: JavaScriptT] [ I [T

e Secure: HTTPS [TTTTI T[T



# X-Frame-Options 1]

Header always set X-Frame-Options "DENY"

# X-Content-Type-Options [T]

Header always set X-Content-Type-Options "nosniff"

# Referrer-Policy [T]

Header always set Referrer-Policy "no-referrer"

# Permissions-Policy [T]

Header always set Permissions-Policy "geolocation=(), camera=(), microphone=()"

# Server [T1[11]

ServerTokens Prod
ServerSignature Off

Header unset Server

# Set-Cookie [T][T]
Header always edit Set-Cookie ~(.*)$ "$1; SameSite=Strict; HttpOnly; Secure"



